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For fifteen years, Section 230 of the 
federal Communications Decency 
Act (CDA)1 has provided protection 
to publishers, broadcasters, and other 
media entities from a broad range of 
claims relating to content posted on 
their websites by third parties.

Lawyers for media entities that 
sought to regulate this user-generated 
content (or UGC) were initially asked 
how the company could treat that 
content and still receive the protec-
tion of Section 230. Can we host it? 
Can we delete it? Are we required to 
delete it when asked? Can we edit it to 
remove objectionable content? What 
other types of editing are allowed 
without assuming responsibility for 
the content?

But as we have entered Web 2.0, 
audience participation and UGC 
have become more the norm than the 
exception. In addition, many media 
entities are seeing a reduction in their 
resources along with a growing need 
to populate their websites and social 
media sites with greater volumes of 
instant content. As a result, a different 
set of questions has arisen. Can we 
give assignments to our users/read-
ers and still receive the protection of 
Section 230? Can we contract with 
our users? Can we pay them? Are we 
responsible if  we host a blog operated 
by someone else? How does CNN’s 
iReport2 work? Can we create our own 

team of “citizen journalists” to help us 
deliver the news?

This article summarizes the develop-
ment of the case law under Section 230 
relating to these and similar questions, 
and is intended to provide guidance in 
determining when a website owner be-
comes liable as publisher of third-party 
content in these more complicated 
situations.

Another Information Content Provider
By its text, Section 230(c) protects a 
“provider or user” of an “interactive 
computer service” from certain types 
of liability as “publisher” of content 
that is “provided by another informa-
tion content provider.”3 [See sidebar 
on next page.]

For media entities seeking to solicit 
substantive submissions from users, the 
issue then becomes: what is “another 
information content provider”? Sec-
tion 230 defines an information content 
provider as “any person or entity that 
is responsible, in whole or in part, for 
the creation or development of infor-
mation provided through the Internet 
or any other interactive computer 
service.”4 So, what makes someone 
“responsible, in whole or in part, for 
the creation or development” of the 
content?

Thus far, courts have rarely found 
website owners to be responsible for 
the creation or development of content 
outside of materials authored by their 
own employees.5 But there are excep-
tions, and while some areas of concern 
have more established case law to pro-
vide guidance, in other areas the law is 
less settled and more controversial.

Providing Forum for Others to Post
The law is clear that websites and other 
services that merely allow users to post 
content that may be actionable, with-
out any interaction with the content 
or its source, are not “responsible” for 
“the creation or development” of the 
content—and are thus immunized from 

liability for defamation and similar 
claims by Section 230.6 As noted by the 
U.S. Court of Appeals for the Fourth 
Circuit in Zeran v. American Online, 
Inc.:

It would be impossible for service 
providers to screen each of their 
millions of postings for possible 
problems. Faced with potential li-
ability for each message republished 
by their services, interactive com-
puter service providers might choose 
to severely restrict the number and 
type of messages posted. Congress 
considered the weight of the speech 
interests implicated and chose 
to immunize service providers to 
avoid any such restrictive effect.7

Failure to Remove After Notice or-
Promise to Remove
The case law is equally clear that a 
website owner or other interactive 
computer service cannot be held liable 
in tort for failing to remove defama-
tory or other harmful content posted 
by third parties,  even after receiving 
notice of  the content’s objectionable 
nature.8 When the website promises 
to remove the content, however, the 
website may be susceptible to claims 
under other legal theories such as 
promissory estoppel.9

In Barnes v. Yahoo!, Inc., for exam-
ple, the U.S. Court of Appeals for the 
Ninth Circuit denied Yahoo!’s motion 
to dismiss a claim for promissory estop-
pel based on Yahoo!’s promises to re-
move offending content and subsequent 
failure to do so.10 In Barnes, plaintiff’s 
ex-boyfriend allegedly created a false 
Yahoo! member profile for her.11 Plain-
tiff complied with Yahoo!’s takedown 
policies and contacted Yahoo! multiple 
times about the false profile.12 Despite 
a telephone promise to remove the 
profile by Yahoo!’s director of commu-
nications, Yahoo! failed to remove the 
profile until after the lawsuit was filed.13 
The Ninth Circuit held that plaintiff’s 
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material.”24 On the other hand, if it is 
merely a definition, Judge Easterbrook 
asserted that Section 230(e)(2) “would 
not preempt state laws or common-law 
doctrines that induce or require ISPs 
to protect the interest of third parties, 
such as the spied on plaintiffs, for such 
laws would not be ‘inconsistent with’ 
this understanding of 230(c)(1).”25 As 
there was no such state or common 
law at issue, however, the court did not 
need to determine which reading of 
Section 230(c) is correct.26

A few years later, in Chicago Law-
yers’ Committee for Civil Rights Under 
Law, Inc. v. Craigslist, Inc. [Chicago 
Lawyers’ I], a Northern District of 
Illinois judge picked up on Judge 
Easterbrook’s opinion and noted that 
because, under its interpretation, Sec-
tion 230 does not grant absolute im-
munity, state legislatures may be able 
to “enact . . . initiatives that induce or 
require online service providers to pro-
tect the interest of third parties.”27

Despite raising these questions, 
however, the GTE and Chicago Law-
yers’ I courts each held that defendant 
was not liable.28

Selection of Material for Publication
Courts have repeatedly held that Sec-
tion 230 immunizes a website or other 
interactive computer service from 
liability for selecting which third-party 
content to publish,29 as long as the 
website reasonably believed that the 
content was provided by a third party 
with the intent that it be published 
on the Internet.30 As one New Jersey 
court said, “[T]here is no relevant 
distinction between a user who know-
ingly allows content to be posted to a 
website he or she controls and a user 
who takes affirmative steps to repub-
lish another person’s content; CDA 
immunity applies to both.”31

Nonetheless, one Ninth Circuit 
judge has published several dissents 
contending that selection of content 
for publication is tantamount to cre-
ation or development of the informa-
tion. In his opinions, Judge Gould ar-
gues that where a defendant takes “an 
active role in selecting information for 
publication, the information is no lon-
ger ‘information provided by another’ 
within the meaning of § 230.”32 Judge 
Gould would not allow any protec-
tion where the defendant engaged in 
prepublication selection or editing of 

claim for promissory estoppel, based on 
Yahoo!’s agreement to remove the con-
tent, was not barred by Section 230.14

Similarly, in Scott P. v. Craigslist, 
a California court denied Craigslist’s 
demurrer of plaintiff ’s promissory 
estoppel claim where plaintiff  alleged 
that he had asked Craigslist to remove 
offensive posts and take steps to pre-
vent future harmful posts, and Craig-
slist allegedly said that it would “take 
care of it” but failed to do so.15 In an 
earlier case reaching the opposite con-
clusion, however, a Southern District 
of New York court held that a search 
engine could not be liable for failing 
to remove content despite allegedly 
promising to remove it.16

Review of Content Posted by Others
The vast majority of courts have 
held that Congress intended to allow 
websites and other interactive com-
puter services to decide for themselves 
whether or not to review user-generated 
content without fear of liability in 
either case.17 In Green v. America On-
line, Inc., for example, plaintiff sought 
to recover from America Online, Inc. 
for the negligent failure to police its ser-
vices and protect him against allegedly 
defamatory statements sent through 
its network.18 The Third Circuit held 
that AOL was statutorily immune from 
liability under Section 230 and affirmed 
dismissal of all of plaintiff’s claims.19 
Similarly, a Southern District of New 
York judge dismissed plaintiff’s claims 
against Craigslist for “failure to block, 
screen or otherwise prevent the dis-
semination” of third-party content.20

The Seventh Circuit, however, has 
questioned the majority’s view. In Doe 
v. GTE Corp., plaintiffs sued GTE for 
its role in providing web hosting ser-
vices to youngstuds.com, a website sell-
ing hidden-camera videos of plaintiffs 
in locker rooms, showers, and bath-
rooms.21 The question before the court 
was whether the claims against GTE 
for failure to censor materials it hosted 
were barred by Section 230.22 Judge 
Easterbrook, writing for the court, not-
ed that there are different possible read-
ings of Section 230(c)(2): as a grant of 
immunity or as a definitional clause.23 
If Section 230(c)(2) is read as granting 
immunity, as it is by the majority of 
other courts, GTE could not be liable 
under “any state-law theory to the 
persons harmed by [the third-party’s] 

the content and would only allow pro-
tection for post-publication removal.33 
Thus far, Judge Gould’s opinions have 
been relegated to the dissent.

Editing—by Insertion or Deletion
Subsection (c)(2) of Section 230 ex-
plicitly provides that, 

No provider or user of an interactive 
computer service shall be held liable 
on account of 
—(A) any action voluntarily taken 

CDA Section 230(c)
Section 230(c) reads as follows in 
its entirety:

Protection for “Good Samari-
tan” Blocking and Screening of 
Offensive Material.

(1)	Treatment of publisher or 
speaker 
No provider or user of an 
interactive computer ser-
vice shall be treated as the 
publisher or speaker of any 
information provided by 
another information content 
provider.

(2)	 Civil Liability 
No provider or user of an 
interactive computer service 
shall be held liable on ac-
count of –
(A)	 any action voluntarily 

taken in good faith to 
restrict access to or 
availability of material 
that the provider or user 
considers to be obscene, 
lewd, lascivious, filthy, 
excessively violent, 
harassing, or otherwise 
objectionable, whether 
or not such material 
is constitutionally 
protected; or

(B)	 any action taken 
to enable or make 
available to information 
content providers or 
others the technical 
means to restrict access 
to material described in 
paragraph (1).
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in good faith to restrict access to or 
availability of material that the pro-
vider or user considers to be obscene, 
lewd, lascivious, filthy, excessively vi-
olent, harassing, or otherwise objec-
tionable, whether or not such mate-
rial is constitutionally protected . . .34

Therefore, websites and other interac-
tive computer services cannot be held 
liable for good faith deletion of obscen-
ities and other objectionable content.35 
Moreover, courts have consistently held 
that Section 230 preempts liability for 
“exercise of a publisher’s traditional 
editorial functions—such as deciding 
whether to . . . alter content.”36

Nonetheless, altering or editing 
third-party content is considered “cre-
ation or development” of the content, 
and can lead to liability, if the revisions 
“materially contribut[e] to [the] alleged 
unlawfulness” of the content.37 In other 
words, if the third-party statement is not 
defamatory before the web publisher 
edits it, but is defamatory afterward 
(such as by removing the word “not” 
from a submission that read “Mr. Smith 
did not steal the artwork”), then the web 
publisher loses CDA protection.38 If, on 
the other hand, the statement is defama-
tory or otherwise harmful prior to edit-
ing, and the editing does not add to the 
harmful nature of the statement, then 
the website is protected by the CDA 
against liability for the statement.39

For example, in Doe v. City of New 
York, one defendant, a counterterror-
ism advisor for the City of New York, 
allegedly added his own comments to 
emails containing anti-Muslim and 
anti-Arab American Muslims state-
ments and forwarded them to other 
city employees, including plaintiff.40 
Plaintiff  was required to receive these 
emails as part of his job and sued 
claiming a hostile work environment.41 
Defendant asserted that he was pro-
tected by the CDA for publishing the 
emails.42 The district court held that 
because defendant added his own 
commentary to the emails and that 
speech was also allegedly tortious, “he 
fell out of the statute’s protections.”43 
On the other hand, in another case a 
court determined that where a defen-
dant added lines to a forwarded email 
but none of the added content could 
be interpreted as referring to plaintiff, 
defendant was shielded by the CDA 
from plaintiff ’s libel claim.44

Similarly, where a website or other 
interactive computer service adds 
headings and titles to third-party con-
tent, and the headings or titles them-
selves contain objectionable material, 
CDA protection can be lost,45 as hap-
pened in MCW Inc. v. BadBusinessBu-
reau.com, LLC and Hy Cite Corp. v. 
BadBusinessBureau.com, LLC. Both 
cases involved the same defendant, 
BadBusinessBureau.com, LLC, and its 
website containing “Rip-Off Reports” 
published by consumers about vari-
ous businesses.46 In MCW, a North-
ern District of Texas judge held that 
because plaintiff ’s claims were based 
on the “disparaging titles, headings, 
and editorial messages that [the plain-
tiff] allege[d] the defendants created,” 
defendants were information content 
providers with respect to the postings 
and not immune under Section 230.47 
Likewise, in Hy Cite, a District of 
Arizona judge found that plaintiff ’s 
allegations that the defamatory con-
tent appeared in editorial comments 
and headings created by defendant 
were sufficient to survive defendants’ 
motion to dismiss (asserting the claims 
were barred by Section 230).48

Questionnaires and Forms
The issue of CDA protection becomes 
less clear as web publishers interact 
with users by soliciting responses. 
Many websites provide questionnaires 
or forms, such as for dating, classified 
advertisements, and the like, for users 
to fill out. Thus far, case law indicates 
that the website will be immune when 
using such forms as long as these 
forms ask neutral questions that are 
not themselves unlawful and do not 
require unlawful responses.49

For example, in Carafano v. Metro-
splash.com, Inc., an actress brought an 
action against Matchmaker.com relat-
ing to a false dating profile created by 
a third party with the actress’s actual 
contact information.50 Matchmaker.
com provided its users with a question-
naire to be filled out, along with essay 
questions to be answered.51 The Ninth 
Circuit found that although the third 
party used Matchmaker’s question-
naire, “the selection of the content 
was left exclusively to the [third-party] 
user.”52 Further, “[t]he fact that Match-
maker classifie[d] user characteristics 
into discrete categories and collect[ed] 
responses to specific essay questions” 

did not make Matchmaker responsible 
for the creation or development of 
the information.53 The court also re-
jected plaintiff’s argument that because 
Matchmaker provided “pre-prepared 
responses” for users that Matchmaker 
was responsible for the misinforma-
tion.54 Finally, the court determined 
that the responses to the essay ques-
tions did not bear more than “a tenu-
ous relationship to the actual questions 
asked.”55 Therefore, Matchmaker was 
not responsible for the creation or 
development of the content and was 
protected by Section 230.56

Similarly, in Dart v. Craigslist, Inc., 
the Northern District of Illinois held 
that Craigslist was not an information 
content provider with respect to illegal 
advertisements posted by its users under 
its “adult services” category.57 In Dart, 
the court rejected the bare allegations 
that Craigslist “provides” the illegal 
content or “arranges” and “directs” the 
illegal content.58 The court examined 
the allegedly illegal content and deter-
mined that the heading “adult services” 
and its subcategories were not them-
selves unlawful—nor did they “neces-
sarily call for unlawful content.”59 The 
court also noted that Craigslist’s express 
policies prohibited such content.60 Fi-
nally, the court found that Craigslist’s 
search function was merely a “neutral 
tool” and did not render it an informa-
tion content provider.61

On the other hand, if  the language 
of the form itself  is unlawful, or if  
the form or questionnaire requires re-
sponses that are unlawful, the website 
may be considered to have “created 
or developed” the content and lose 
its CDA protection.62 For example, in 
Fair Housing Council of San Fernando 
Valley v. Roommates.com, LLC, local 
fair housing councils brought an ac-
tion against Roommates.com alleging 
violations of the Fair Housing Act.63 
Roommates.com required its users to 
input their sex, family status, and sex-
ual orientation, and displayed those 
answers on the user’s profile page.64 
The website also required users to list 
their preferences for a roommate in 
those categories.65 The Ninth Circuit 
held that “[b]y requiring subscribers to 
provide the information as a condition 
of service, and by providing a limited 
set of pre-populated answers, Room-
mates.com becomes much more than 
a passive transmitter of information 



4 - Published in Communications Lawyer, Volume 28, Number 2, August 2011. © 2011 by the American Bar Association. Reproduced with permission. All rights reserved. 
This information or any portion thereof may not be copied or disseminated in any form or by any means or stored in an electronic database or retrieval system without the 
express written consent of the American Bar Association.

provided by others; it becomes the de-
veloper, at least in part, of that infor-
mation.”66 Where “unlawful questions 
solicit (a.k.a. ‘develop’) unlawful an-
swers,” the website becomes an infor-
mation content provider with respect 
to those answers.67

Notably, Roommates.com allegedly 
did more than merely “encourage or 
solicit” the unlawful content: it sup-
posedly forced users to provide the 
unlawful content in order to use the 
website’s service.68 In so doing, Room-
mates.com “contribute[d] materially to 
the alleged illegality of the conduct” 
and was not shielded by the CDA.69

According to courts interpreting the 
CDA in the wake of the Roommates de-
cision, simply supplying a broad choice 
of categories for third-party selection is 

not sufficient to lose CDA protection, 
even when some of the choices may be 
harmful.70 However, “[w]ebsite opera-
tors lose immunity where the questions 
posed and/or choice of answer is re-
sponsible for the creation [or] develop-
ment of the alleged harmful content.”71

Solicitation
A number of CDA cases have arisen 
recently in which website defendants 
have encouraged or directed third-
party submissions more “actively” than 
merely providing questionnaires and 
forms. As with the decisions relating to 
questionnaires and forms, the major-
ity of courts have held that the website 
operators will not lose CDA protec-
tion if they neutrally solicit content to 
be submitted, even if the submission 
contains defamatory statements or 
other unlawful content. 72 The Tenth 
Circuit and several lower courts have 
held, however, that websites may lose 
CDA protection if they actively solicit 
or encourage submission of what is of-
fensive about the content.73

For example, in Federal Trade 

Commission v. Accusearch Inc., Accuse-
arch provided confidential telephone 
records to its customers over the In-
ternet.74 Collection of the records at 
issue violated the Telecommunications 
Act, so the Federal Trade Commission 
alleged that Accusearch was engaged 
in an unfair practice in violation of 
the Federal Trade Commission Act.75 
To obtain the confidential records, 
Accusearch assigned searches to third-
party researchers who sent the records 
and an invoice directly to Accusearch. 
Accusearch then passed the records 
on to its customers via email and its 
website.76 Accusearch argued that the 
researchers were third parties, i.e., “an-
other information content provider,” 
so Accusearch could not be treated as 
publisher of the unlawful content un-
der the CDA.77

In affirming the grant of summary 
judgment against Accusearch, the 
Tenth Circuit defined “development” 
and “being responsible for develop-
ment” of information.78 First, the 
court stated that “when confidential 
telephone information was exposed 
to public view through [defendant’s 
website], that information was ‘devel-
oped.’”79 In so doing, the court relied 
on Webster’s Third New International 
Dictionary definition for develop, i.e., 
“to make actually available or usable 
something previously only potentially 
available or usable.”80

Although this broad definition 
would include many activities where 
courts have affirmed CDA immunity, 
including acting as a mere conduit for 
information, the court then narrowed 
liability for websites and other interac-
tive computer services by holding that 
that the term responsible must mean 
something more than merely being a 
“neutral conduit” for the content.81 
Specifically, the Tenth Circuit found 
that one is not “responsible” for the 
development of harmful content 
submitted by third parties if  “one’s 
conduct was neutral with respect to 
the offensiveness of the content.”82 
The court noted, “We would not 
ordinarily say that one who builds a 
highway is ‘responsible’ for the use of 
that highway by a fleeing bank rob-
ber, even though the culprit’s escape 
was facilitated by the availability of 
the highway.”83 As a result, the court 
concluded that an interactive com-
puter service is “‘responsible’ for the 

development of offensive content only 
if  it in some way specifically encour-
ages development of what is offensive 
about the content.”84

Accusearch could not claim pro-
tection under the CDA because it: 
(1) “solicited requests for confidential 
information,” (2) “paid researchers to 
obtain it,” (3) “knowingly sought to 
transform virtually unknown informa-
tion into a publicly available commod-
ity,” and (4) “knew that its research-
ers were obtaining the information 
through fraud or other illegality.”85 
Therefore, the Tenth Circuit affirmed 
the grant of summary judgment for 
the plaintiff.86

Arguably, the Tenth Circuit’s deci-
sion inserts a good faith element into 
portions of the CDA that do not 
explicitly require such analysis: did 
the defendant act in good faith when 
soliciting the third-party content?87 
Avoiding such an analysis, Judge 
Tymkovich’s concurring opinion in 
Accusearch argued that the CDA only 
protects against content, not conduct; 
and because Accusearch’s conduct (or 
the conduct of its agents) in acquiring 
the information was itself  an unfair 
practice, the CDA would not apply.88

Another solicitation case yields a 
broader (although unpublished) hold-
ing in favor of plaintiffs. In MCW, the 
court denied a motion to dismiss filed 
by defendant websites BadBusiness-
Bureau.com and RipoffReport.com 
under the CDA for numerous reasons 
including that they

encouraged a consumer to take 
[and submit] photos of (1) the 
owner [of plaintiff  company], (2) the 
owner’s car, (3) the owner hand-
ing out Rip-off  Reports in front 
of [plaintiff ’s] offices, and (4) the 
[plaintiff ’s corporate] sign . . . all 
so that defendants could include 
these photos on the websites.89

Noting that the CDA “does not 
immunize an interactive computer ser-
vice if  it also functions as an informa-
tion content provider for the portion 
of the statement or publication at is-
sue,”90 the Northern District of Texas 
court held that the “defendants cannot 
disclaim responsibility for disparaging 
material that they actively solicit.”91 
The court asserted that “actively en-
couraging and instructing a consumer 

The issue of CDA 
protection becomes less 
 clear as web publishers  

interact with users by 
 soliciting responses.
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to gather specific detailed informa-
tion” goes beyond traditional publish-
ing roles and constitutes development 
under the CDA.92

In Doctor’s Associates, Inc. v. QIP 
Holder LLC a/k/a Subway v. Quiznos, 
a District of Connecticut judge also 
found loss of CDA protection for “ac-
tive solicitation” of content.93 Sandwich 
company Quiznos started an advertis-
ing campaign with television commer-
cials and a website at meatnomeat.com 
that compared the amount of meat in 
Quiznos’ sandwiches to that in Subway 
sandwiches.94 Through the website, 
Quiznos encouraged consumers to en-
ter into a contest called the “Quiznos 
v. Subway TV Ad Challenge,” whereby 
participants submitted videos showing 
“why [they] think Quiznos is better.”95 
Quiznos also posted sample videos to 
guide participants.96

Because Subway evidently offered 
selections with a comparable amount 
of meat to Quizno’s sandwiches, 
Subway sued alleging false and mis-
leading advertising in violation of 
the Lanham Act.97 Quiznos asserted 
that it was protected by the CDA for 
entrant submissions because it did 
not alter them.98 Subway responded 
by asserting that (1) because Quiznos 
claimed ownership of all content un-
der the contest rules, and (2) Quiznos 
provided direction in the submission 
requirements, Quiznos was respon-
sible for the creation or development 
of entrant content.99 Quiznos main-
tained that because the contest rules 
expressly prohibited “false or mislead-
ing” content, any false or misleading 
submissions were in violation of those 
rules, and Quiznos should not be re-
sponsible for them.100

The court denied summary judg-
ment to Quiznos on the grounds that 
“[a] reasonable jury may well conclude 
that the Defendants did not merely 
post the arguably disparaging content 
contained in the contestant videos, but 
instead actively solicited disparaging 
representations about Subway and 
thus were responsible for the creation 
or development of the offending con-
testant videos.”101

On the other hand, in Nemet v. 
Chevrolet, Ltd. v. ConsumerAffairs.
com, Inc., ConsumerAffairs.com was 
given protection under the CDA for 
solicitation of submissions.102 Con-
sumerAffairs.com operated a forum 

for consumers to review goods and 
services103 and allegedly “used the site 
to ‘solicit donations, sell advertising 
space, assist and encourage the forma-
tion of class action law suits, charge 
promotional fees on amounts collected 
by consumers, and advertise and sell 
‘rip-off revenge’ packs that encourage 
consumers to avenge themselves on 
companies.’”104 In deciding defendant’s 
motion to dismiss under the CDA, the 
Fourth Circuit noted that the Con-
sumerAffairs website did not “require[] 
users to input illegal content as a neces-
sary condition of use”105 and thus held 
in favor of the defendant.106 The court 
distinguished ConsumerAffairs.com’s 
actions from those of the defendant in 
Roommates.com107 and the lower court 
distinguished them from the actions of 
the defendants in MCW.108

Contract/Payment
The text of the CDA provides that if a 
website or other “interactive computer 
service” is “responsible, in whole or in 
part” for the “creation or development” 
of the content, the website loses its CDA 
protection.109 As a result, one might 
assume that if the unlawful content is 
provided pursuant to a contract with 
the website, then the publisher becomes 
“responsible” at least “in part” for the 
content and thus loses CDA immunity.

Courts have not interpreted the 
CDA this way, however. Merely 
contracting for rights to publish the 
content, where the contract is neutral 
and does not specifically seek or en-
courage the defamatory or unlawful 
nature of the content, is not sufficient 
to lose CDA immunity.110 One federal 
court indicated that immunity is not 
lost even if  payment is made for the 
content and the publisher has the 
ability to remove harmful content,111 
although two other federal courts con-
sidered payment a factor in ruling that 
CDA protection was lost.112

In Blumenthal v. Drudge,113 defen-
dant American Online, Inc. (AOL) 
entered into a “written license agree-
ment” with co-defendant Matt Drudge 
that allowed AOL to make Drudge’s 
Drudge Report “available to all mem-
bers of AOL’s [Internet] service for 
a period of one year.”114 Pursuant to 
the license agreement, Drudge “re-
ceived a flat monthly ‘royalty payment’ 
of $3,000 from AOL.”115 Moreover, 
“during the time relevant to this case, 

defendant Drudge has had no other 
source of income.”116 In addition, al-
though Drudge was to “create, edit, 
update and ‘otherwise manage’ the 
content of the Drudge Report,” AOL 
could “’remove content that AOL rea-
sonably determine[d] to violate AOL’s 
then standard terms of service.’”117

Notwithstanding AOL’s contract 
with Drudge, the court held that AOL 
had no role in “creating or developing 
any of the information in the Drudge 
Report,” and thus was protected from 
liability by the CDA.118

Although indicating some annoy-
ance with the broad protection offered 
by the CDA and AOL’s exploitation 
of such protection,119 the court none-
theless held that the CDA’s “language 
is clear: AOL is immune from suit.”120 
The court pointed to two factors that 
appeared to particularly influence 
its decision: (1) “plaintiffs affirma-
tively state that ‘no person, other than 
Drudge himself, edited, checked, veri-
fied, or supervised the information 
that Drudge published in the Drudge 
Report’”121; and (2) “there is no evi-
dence to support the view originally 
taken by plaintiffs that Drudge is or 
was an employee or agent of AOL, 
and plaintiffs seem to have all but 
abandoned that argument.”122 AOL’s 
contractual ability to remove content 
from the Drudge Report was insuffi-
cient to result in loss of immunity.

This decision comports with the 
approach of the terms of use on most 
media websites. Users generally must 
“click” their agreement to those terms 
of use prior to submitting content for 
publication on the website, and terms 
typically specify that the media publish-
er may freely edit or delete content sub-
mitted by its users. Thus, if the Drudge 
court had held that publishers were li-
able for third-party content merely due 
to contractual provisions allowing the 
publisher to edit the content, nearly ev-
ery publisher with a website would have 
to change its terms of use to provide 
for less control over content published 
on its site. This outcome would seem to 
have the reverse effect on web publish-
ers than that which Congress intended 
when enacting the CDA. As noted 
by numerous courts, the CDA was 
intended to immunize publishers from 
liability for a “publisher’s traditional 
editorial functions—such as deciding 
whether to publish, withdraw, postpone 
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or alter content. . . .”123

The Drudge decision that a mere 
contract is insufficient to trigger CDA 
immunity was reinforced by the Wash-
ington Court of Appeals in Schneider 
v. Amazon.com124 and by the Tenth 
Circuit in Ben Ezra, Weinstein, and 
Company v. America Online Inc.125 
In Schneider, Amazon.com’s posting 
terms stated that “if  you post reviews 
or comments on the site, you grant 
Amazon.com and its affiliates a non-
exclusive, royalty-free, perpetual, ir-
revocable, and fully sublicensable right 
to use, reproduce, modify, adapt, pub-
lish, translate, create derivative works 
from, distribute and display such 
reviews and comments throughout 
the world in any media.”126 Plaintiff  
argued that because Amazon claimed 
licensing rights in the posted material, 
CDA protection was lost. The Wash-
ington Court of Appeals held, how-
ever, that “Schneider’s licensing rights 
argument was rejected in Blumenthal v. 
Drudge” and ruled for Amazon.com.127

In Ben Ezra, AOL entered into con-
tracts with two vendors that provided 
stock quotations for publication on 
AOL’s Internet service.128 When AOL 
published allegedly inaccurate stock 
quotations provided by one of the 
vendors, plaintiff  alleged that AOL 
“worked so closely” with the vendors 
“in the creation or development of 
the stock quotation information that 
[AOL] also operated as an information 
content provider.”129 The Tenth Circuit 
held that AOL was not an informa-
tion content provider because plaintiff  
“presents no evidence to contradict 
[AOL’s] evidence that [the vendors] 
alone created the stock information at 
issue.”130 Although not specifically rul-
ing that the contract was insufficient 
to convert AOL into an information 
content provider, the court rejected 
the plaintiff ’s claim that AOL was 
“responsible, in whole or in part, for 
the creation or development” of the 
incorrect stock quotes by noting that 
“in fact, the contract between [AOL] 
and [one of the vendors] specifically 
provided that ‘AOL may not modify, 
revise or change’ the information 
which [the vendor] provided.’”131

Contract terms disclaiming respon-
sibility are not necessarily sufficient 
to yield protection under the CDA, 
however. In Accusearch, defendant’s 
third-party vendors were “required 

by Accusearch to provide assurances 
that they would perform their work 
in accordance with applicable law.”132 
Nonetheless, the Tenth Circuit found 
that because Accusearch “knew” that 
its vendors obtained the submitted 
content “through fraud or other il-
legality” and continued to solicit and 
pay for it anyway, Accusearch was “re-
sponsible” for “development” of the 
offensive content under the CDA.133

In addition, despite the fact that 
the payment in Drudge was insufficient 
to cause a loss of CDA immunity, 
in Hy Cite, the court denied a web-
site defendant’s motion to dismiss 
when plaintiff  alleged that defendant 
“solicit[ed] individuals to submit [con-
tent] with the promise that individuals 
may ultimately be compensated for 
their reports.” 134 The court held that 
these “allegations arguably could sup-
port a finding that Defendants are 
‘responsible . . . for creation or devel-
opment’” of the information provided 
in response.135

Badging
Badging occurs when website opera-
tors or users of a website invest a user 
with some symbol of authority or 
trustworthiness. eBay.com, for exam-
ple, allows users to recommend or rate 
other users by providing feedback; as 
positive feedback accrues, users gain 
stars indicating their positive ratings.136 
eBay.com also awards a “Power Sell-
ers” endorsement to users with a large 
number of sales and positive feedback 
ratings. In Gentry v. eBay, Inc., a Cali-
fornia Court of Appeal held that this 
rating and endorsement system was 
not enough to remove eBay.com from 
the protections of the CDA for the 
content provided by its users. How-
ever, where the website rather than a 
user provides the badging, commenta-
tors have suggested the website may 
have vested the badged user with some 
authority as an agent and may then be 
liable for the badged user’s posts.137

Employment/Agency
When the posting is made by an 
authorized agent of the website or an 
employee within the scope of employ-
ment, CDA protection is likely to be 
lost, because under agency and vicari-
ous liability principles, the principal 
or employer would be responsible for 
the actions of its agent or employee in 

creating or developing the content.138 
The question of whether an agency 

or employment relationship has been 
formed, however, has taken on greater 
significance recently as media entities 
consider whether they can contract 
with freelancers (such as bloggers) to 
submit content to their websites with-
out losing CDA immunity. Although 
decisions about specific freelancer re-
lationships are likely to be determined 
on a case-by-case basis using numer-
ous factors,139 several cases arising 
under the CDA are instructive.

In Blumenthal v. Drudge, content 
provider Matt Drudge was under 
contract and paid by AOL.140 The 
court considered whether Drudge was 
an employee or agent of AOL and 
found “no evidence” to support such 
a claim.141 Although the court did not 
provide its reasoning, the court did 
note that: (1) Drudge published his 
Drudge Report on his own website as 
well, independently of its publication 
through AOL; (2) Drudge had a list 
of regular readers or subscribers to 
whom he emailed each edition; and 
(3) during the term of the license with 
AOL, Drudge continued to distribute 
each new edition via e-mail and his 
own website.142 This list suggests that 
the court believed Drudge was not an 
agent of AOL because AOL was not 
the exclusive publisher of the content.

In Raggi v. Las Vegas Metropolitan 
Police Department, police union mem-
bers posted offensive content on the 
union’s online bulletin board.143 The 
Nevada district court acknowledged 
that in some instances a principal-
agent relationship can be formed 
when a union member commits a 
tort while acting within the scope of 
union business (such as causing an 
automobile accident for the purposes 
of intimidating a person for crossing 
the union picket line), but held that 
in the present case no principal-agent 
relationship was formed.144 Citing 
Batzel v. Smith, the court held that “a 
principal can be liable for ratifying an 
unauthorized tort only if  a principal-
agent relationship existed at the time 
of the tort,” but “here it is clear that 
the posters were not acting as agents” 
of the union.145 As a result, the court 
held the police union was immune un-
der Section 230.146

Similarly, where employees act out-
side of the scope of their employment, 
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employers may receive CDA protec-
tion. In Delfino v. Agilent Technolo-
gies, Inc., the allegedly defamatory 
statements were written by defendant’s 
employee, often using defendant’s 
computers and network.147 The court 
found, however, that the employee’s 
conduct was outside the scope of his 
employment.148 The court reasoned 
that (1) “the injury he inflicted was 
‘out of personal malice, not engen-
dered by the employment;”149 and 
(2) using the defendant employer’s 
computers and network to access and 
send message through his personal 
email account was never part of the 
employee’s job description.150 As a re-
sult, the employer was granted protec-
tion under the CDA.151

Conclusion
As interpreted by case law over the 
past fifteen years, Section 230 provides 
broad protection for neutral actions 
that media entities and other interac-
tive computer services might take 
concerning third-party content posted 
on their websites. Hosting, reviewing, 
editing, and even soliciting content 
all typically are protected activities as 
long as the media entity does not cre-
ate or solicit the offensive portion of 
the third-party submission.

Case law indicates, however, that 
CDA protection may be lost when 
(1) the media entity promises to re-
move the offensive content and fails to 
do so; (2) the posting is made pursu-
ant to an authorized agency or em-
ployment relationship with the media 
entity; (3) the media entity engages in 
conduct that is unlawful apart from 
the publication of the content; (4) the 
media entity inserts the offensive con-
tent; or (5) the media entity actively 
solicits the offensive portion of the 
third-party submission.
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